






• Data provided to third party services: Any data provided to third party services needs to
be protected, at a minimum, in such a way that meets the data classification requirements.
Data which has been categorized as Restricted, Sensitive, or Internal may not be provided
to outside third parties without a written ah>Teement in place which has been reviewed and
approved by NJIT's Office of General Counsel.

V. INCIDENT REPORTING

Any potential data breach of Restricted, Sensitive, or Internal data must be reported immediately 
as outlined in NJIT's Data Incident Response plan. A potential data breach includes but is not 
limited to unauthorized use, disclosure, loss, or theft of the data. 

VI. COMPLIANCE

University Data resources are the property ofor licensed to NJIT and are provided to the 
University community as either a limited privilege or a direct responsibility. Any violations to 
this policy may result in denial or removal of access privileges to the University's electronic 
systems, and potential disciplinary action under applicable University policies and procedures. 

VII.UPDATES

The Enterprise Analytics Governance Committee, with input from the Data Governance 
Subcommittee, will periodically review the Data Classification policy. As such, this policy may 
be updated accordingly. 

VIII. ADMINISTRATION

Under the direction of the Office of the Provost, this policy will be administered by the Enterprise 
Analytics Governance Committee with support of University stakeholders. 

EFFECTIVE DATE OF POLICY 

This policy takes effect upon adoption, and supersedes and revokes any forn1er policies governing 
the subject matter. 

REVIEW: 

tern: Esq. Date 
General Counsel 
Vice President for Legal Affairs 
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Appendix A: Minimum Security Standards 

Note: The minimum security standards will be published on the 1ST webpage. This 

section will provide a link to the webpage with the published standards. 

https://ist.njit.edu/policy-and-standards
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