Introduction

Many people now use computers in a variety of ways, both at home and in the workplace. This document is designed to encourage you to develop good working practices when using computers, and to make you aware of the accompanying responsibilities.

Some of the topics will help you to save time and energy, and protect yourself from possible future health problems. Others will remind you that, unless you are using your own personal PC, there are rules and regulations governing the use of equipment that you must follow. The topic of the legal implications of using computers is very complex and in many areas still unresolved. The section on legal issues in this guide aims only to make you aware of some of the issues involved.

Health and Safety

Posture and typing

Adjust the chair (if possible) so that:

· Your lower back is supported

· Your knees are level with our hips

· Your feet are flat on the floor

· Eye level is just above the top of the screen — tilt the screen if necessary

The upper body is most comfortable when:

· The lower back is supported

· The head is up

· The upper arms are relaxed at the sides

Hands and wrists are most comfortable when:

· The forearm is nearly at right angles to the upper arm

· The wrist is straight — in line with the hand and forearm

Learn to touch type. This encourages correct positioning of the hand, and as you will use all your fingers you will not overstrain the forefingers.

Using the mouse for long periods of work can put a strain on the muscles of the hand and wrist.

Poor posture and poor typing technique can result in tendon and nerve disorders such as Repetitive Strain Injury (RSI).

To prevent fatigue have a break, away from the computer, for about 10 minutes after every uninterrupted 60 minutes of computer work.

Safety

Never eat or drink near computers. It is dangerous to have liquids near electrical equipment. Accidental spillage may cause you to electrocute yourself or damage the equipment. Food particles can damage keyboards.

Computers and printers that are left switched on for long periods can become hot to touch.

Make sure cables do not trail across the floor.

Computer monitors generate some electromagnetic radiation. However, there is no evidence that this causes miscarriages, or eye or skin disorders.

Computers should be checked for electrical safety at regular intervals.

Using public computer rooms

Make sure that you know the rules governing the use of the room. See the ITS web pages for the Code of Conduct governing the use of ITS public facilities at the University of Durham (http://www.dur.ac.uk/ITS/Regulations/index.htm)

Make sure you know the fire regulations for the room.

Take note of where the On/Off switches are in case of emergencies.

Do not obstruct the gangway with bags, coats etc.

Do not use electrical equipment that does not have a valid safety testing certificate on it.

Other people can see what you are displaying on your screen.  You should consider carefully whether materials you are using could cause offence to others.

Using Networked computers

Attempting to gain access to any computer facilities that you have not been authorised to use (hacking) is a criminal offence under the Computer Misuse Act (1990).

Logins and passwords

On a system requiring a username and password, you have been entrusted with certain rights and that also implies that you have certain responsibilities. Make sure that you know the rules governing the use of the system. See the ITS web pages for the Regulations and Code of Conduct governing the use of computers at the University of Durham. (http://www.dur.ac.uk/ITS/Regulations/index.htm)

Never reveal your password to anyone. You are responsible for all usage of your computer account which the password protects. It is like a bank PIN number. Would you reveal your bank PIN number to another person?

Memorise your password. Don't write it down with your username.

If you are asked to set your own password, do not use a word that you would find in a dictionary. Try to choose a password that you will remember, but that no one else will easily associate with you.

Examples

Think of a place you that is special to you (not your home) and replace some of the letters with punctuation marks. E.g. Langdale could become Lan!dal=

Think of a easily remembered phrase and use the first letters of each word, substituting numbers where appropriate. E.g. "I have eight fingers and two thumbs" would become Ih8fa2t

Always log out of the system before leaving. If you don't, you potentially allow others to access your files and email. You are responsible for any actions taken using your account.

If you encounter a computer that has been left logged in, you should log it out immediately.

See InfoSheet 40 Passwords and their Security for more information about using passwords at the University of Durham.

Safeguarding your work

Files and disks

Give files meaningful names that relate to the content of the files.

Collect like work together in folders/directories. As the number of files you have grows this will help you locate them easily.

Treat floppy disks with care. Keep them dry, do not expose them to extremes of heat or cold or to strong magnetic fields.

Label floppy disks with your name to increase the chance of their return if lost.

Backups
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Make backup copies of your files. If your original file is subsequently lost or damaged in any way you will still have a copy. For very important files make two back up copies.

Keep backup copies in either a separate folder/directory on the network disk drive, or on a floppy disk. If you make multiple back up copies keep them in separate places. This way if one copy is damaged you will still have a backup.

When developing a piece of work over a period of time, print it out at different stages of development and keep them until you complete the work. Evidence of how far you have progressed may be useful if the electronic copies are lost. Keep a printed copy of the completed work.

On a personal computer backup data from your hard drive regularly.

If you are using the University of Durham networked PC service

The files in your personal file space on the J: drive are automatically backed up each night.  You should still, however, make personal backups of your files.

Viruses

Computer viruses are programs designed to disrupt your computer or files in some way. They are transmitted from one computer to another in several ways including:

by using infected floppy disks.

by downloading infected files from the internet.

by saving infected files received as attachments to email messages.

The virus may then infect the hard drive of your PC, or network system. You should be constantly on guard against viruses.

Only use legal software.

Obtain reputable anti-virus software which scans for known viruses.

Keep anti-software up to date. New viruses or new strains of existing ones are being discovered all the time.

If you are using the University of Durham networked PC service

Use the Scan and Clean facilities on the University of Durham Networked PC service regularly to check your personal files on the J: drive and any floppy disks you use.

If a virus is detected on the files held in your personal file space on the J: drive it will be cleaned and your account will be disabled. You will be asked to call at the ITS Helpdesk, so that your account can be re-activated and you can be advised to scan and clean all your floppy disks to prevent re-infecting your file space.

Document your work

Except for tasks such as word processing, you should document carefully the steps you have taken when using computer applications.  The next person who has to try to understand what you have done is probably yourself!

Using the World Wide Web

You should ensure that you know the regulations governing the use of the Internet on any networked system you are authorised to use.

Many organisations monitor and log the Internet traffic on their systems.

Some web sites on the World Wide Web automatically gather information about you (such as your email address) when you access that web page. This information may be used in the generation of junk email.

The laws of libel apply to the World Wide Web. See page 
Accessing pornographic materials on the World Wide Web may be a criminal offence. See page 
Copyright laws apply to materials on the World Wide Web. See page 
You should obtain permission from the person involved before information, including photographs, relating to personal data is used and stored for the purpose of electronic publishing on the Web.

Personal use on a home computer

You should ensure that you know the regulations governing the use of the Internet that are contained within any agreement you have with your Internet Service Provider.

If you are using a Dial-up system to access the World Wide Web, connection time may cost you money. Where a page/frame contains a large amount of information you can minimise the connection time by saving it to a file, instead of reading it on screen.

Email
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If you are using email within an organisation make sure that you know any regulations and conventions governing the use of email.

Personal use on a home computer

On your own personal computer check for any regulations with your Internet Service Provider.

If you are using a Dial-up system to access the Internet, connection time may cost you money. Most mailers have a facility which enables you to compose messages off-line and only connect when you want to send the messages. Using this facility will minimise your connection time.

Composing messages

Be brief, clear and logical. Stick to one subject per message. This will help the recipient file the message if they wish.

Never send messages when angry or upset. If you are upset at something or someone, wait until you have had a chance to calm down and think about it.

Be careful what you say about others. Think twice before you post personal details about yourself or others. Remember the message may be kept or forwarded to others.

Be careful with humour or sarcasm. It is easy to misinterpret a message without the voice inflections or body language. You may encounter a "smiley"    :-)   showing that the words are not meant to be serious. (Look at the symbols with your head tilted to the left - the symbols form a smiling face). You may also see   :-(   indicating sadness.

Words typed in upper case (capitals) may be interpreted as shouting.

Dealing with Junk mail

Never reply to unsolicited mail, even to complain about it. This only confirms to the sender that your email address is valid and you may receive more junk mail.

It is better to delete all junk messages unread, if possible, as some messages send a confirmation back to the sender that the message has been read, thus confirming your email address is valid. Some mailers, such as Netscape, can be configured so that a Receipt Confirmation Message will appear before such a message is sent, giving you the choice of sending it or not. Netscape is configured in this way on the University of Durham Networked PC Service

If the amount of unsolicited email you receive becomes a problem contact your email provider for advice. At the University of Durham contact the ITS Helpdesk.

What to do when things go wrong!
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Don't panic!

Hardware problems.

If the computer does not belong to you personally do not attempt to fix it.

Don't try to extract a floppy disk that has become stuck in the disk drive.

At the University of Durham

Contact the ITS Helpdesk (ext 1515) if there are any hardware problems. Never attempt to fix them yourself.

Please report all hardware problems to the Helpdesk. There are hundreds of computers around the University. The ITS needs to know which ones need attention.

Personal use on a home computer

Attempting to fix a hardware fault may invalidate your warranty. Check with your supplier.

The mouse stops working

Many applications have alternative keystrokes. Try to memorise a few of these for the applications that you use frequently. You should at least know which keystrokes will allow you to log out.

In Microsoft Office applications pressing the Alt key followed by the underlined letter in a menu word is the same as clicking that word with the mouse. Alt|F|S will save a document and Alt|F|X will exit the application.

In Windows 95/NT holding down the Ctrl key and then pressing the Esc key will activate the Start menu. You can then use the direction arrow keys on the keyboard to move the highlight to Logout/Shut Down and then press Enter. Many keyboards now have a Windows button (() which will activate the Start menu.

If you are using the University of Durham networked PC service:

Do not simply move to another computer and log on again. You will still be logged through the original computer and you will not be able to login through another computer.

Use the alternative keystrokes to log out. You can then move to another computer and log on again.

PLEASE contact the Helpdesk (ext 1515) and report that the mouse is not working. The technicians will then replace it.

The computer stops responding

If you are using a networked computer wait a few minutes. It may be that the system is working very slowly. Try not to keep pressing keys or clicking with the mouse. If the network is running slowly it will eventually respond to all of the commands you have given.

If you are using Windows you may be able to close the program/application that you are working in by using Alt+Ctrl+Delete (hold down the Alt key and the Ctrl key together and press the Delete key). Select the task from the list of current tasks in the Close Program dialog box which appears, and click on the End Task button. This will close the program. Clicking on the Shut Down button will turn off the computer, which may result in some of your work being lost.

If you are unable to close the program, reset your computer by pressing the reset button on the front of the system unit, or by using Alt+Ctrl+Delete again. You may lose some of your work that is in progress (i.e. open files) if you have to reset or shut down the computer.

If you are using the University of Durham networked PC service:

If there is no response from the system after a few minutes, and you are unable to close the program as detailed above, reset your computer by pressing the reset button on the front of the system unit. Login again to the same computer (if you reset the computer in this way the system will only allow you to login again immediately to the same machine).

If there is a problem with the network server you will see an error message when you login again. Make a note of the error code and message and contact the ITS Helpdesk (ext 1515).

If the problem is being caused by a file you are using you will not see any error message when you login again, but the same problem will occur when you next access the file. Contact the Helpdesk (ext 1515). They will probably be able to help you recover the information in the file.

Personal use on a home computer

If the problem persists contact your supplier. They may have a Support Helpline.

How to help prevent corrupted files

Always save your files onto the hard drive of your computer or onto your allocated file space on a networked system

Always work with files from the hard drive, or network. Only use floppy disks for backups or for transferring files to another computer.

Do not transfer a file between the hard drive, or network drive, and a floppy disk by opening the file in an application and saving it to the different drive. Always use a file management application (such as My Computer or Windows/NT Explorer on Windows 95/NT, or File Manager on Windows 3.1) to transfer files to and from floppy disks.

Never open a file from a floppy disk and then attempt to save it to another floppy disk by switching disks in the disk drive while the file is open.

Never remove a floppy disk from the disk drive while the drive light is on. Don't remove a floppy disk from the disk drive until you have closed the application you have been using.

Check regularly that you are not approaching the limit of your allocated file space, or that your hard drive is getting full. Check that any floppy disk you intend to use has enough free space on it for the files you want to transfer. Use My Computer or Windows/NT Explorer on Windows 95.NT, or File Manager on Windows3.1 to do this.

If you are using the University of Durham networked PC service:

Always save your work into your personal file space on the J: drive. Do not save work onto the hard drive (C:) of the individual computer.
Each user is allocated 7Mb of file space on the J: drive. Selecting the J: drive in My Computer or Windows NT Explorer will display, in the status bar at the bottom of the window, the amount of free space you still have left.
Legal issues

Copyright

The copyright laws relating to printed material also apply to electronic information.

Many Web pages include a copyright statement stating the permitted use of the material contained in the page. Unless there is a statement on a Web page explicitly authorising it, you should assume that you do NOT have permission to copy or reproduce any part of the page.

Libel

Libel is defined as "The publication of defamatory matter in a permanent form, such as by a written or printed statement, picture etc". This law also applies to electronic information sent by email and published on web pages.

Pornography

At the University of Durham

The computers at the University of Durham are for academic purposes only. Accessing pornographic material is not generally classed as academic and is prohibited by the Regulations. 

If you wish to access sites containing pornographic material for a valid academic purpose you should contact the Director of the Information Technology Service. Remember that, even if you have permission, accessing pornographic material from the Internet may cause offence to other users in a public access area.

Accessing certain pornographic material from the Internet may be a criminal offence.

You should be aware that Internet traffic may be monitored and logged. At the University of Durham the ITS obtain a daily log of all accesses to external WWW pages. Whilst there is no regular detailed analysis of this log, the daily log files are kept and could be used in any investigation of serious misuse of the University's IT facilities.

Personal use on a home computer

You should ensure that you know the regulations governing the use of the Internet that are contained within any agreement you have with your Internet Service Provider.

Accessing certain pornographic material from the Internet may be a criminal offence.

Software licensing

Always check the licensing conditions of any software that you buy.

Normally software is only licensed for one computer. Only install the software that you buy on one computer, unless the license explicitly states that you can install the software on more than one computer.

Using illegally copied software is theft. To ensure that you always stay on the right side of the law, try to ensure that you always have a licence document for each item of software that you use. Software theft is a criminal offence and you can be prosecuted.

Many organisations purchase site licenses, or multiple copy licences for software applications, which enable them to install the software for multiple users. A site licence allows unlimited use of the software within the organisation. Multiple copy licences allow the specified number of users to access the software at the same time. However, it is a criminal offence to copy licensed software from a network system and install it on another computer or system.

Freeware is software, often written by enthusiasts, that is distributed at no charge by users' groups, or via electronic mail, local bulletin boards, Usenet, or other electronic media.

Shareware is software, often distributed electronically, for which the author requests some payment, usually specified in the accompanying documentation files or in an announcement made by the software itself. Such payment may buy additional support, documentation or functionality. There is, however, often a free trial period after which a fee must be paid. Ensure that you understand the terms of the licence agreement. Shareware is not free.

Hacking

Attempting to gain access to any computer facilities that you have not been authorised to use (hacking) is a criminal offence under the Computer Misuse Act (1990).

At the University of Durham

Any attempt, however innocent, to investigate facilities at an unknown site may trigger automatic alarms and cause nuisance and consequent complaints to the University which may result in disciplinary action.

Plagiarism

Do not copy chunks of information from the Internet and insert them into your essay or report without acknowledgement. This is cheating and may also contravene copyright laws.

It is cheating to buy essays from the Internet and pass them off as your own work.

Data protection act

Surveys, lists or other data which involve personal details may require registration with the Data Protection Registrar under the 1984 Data Protection Act.

Individuals have the right to examine any personal details covered by the provisions of the Data Protection Act.

The 1984 Data Protection Act, in general, only covered information kept on electronic media. The new Data Protection Act of 1998, extends the data protection umbrella to cover data held in paper form. The provisions of the new Act will come into force over the next few years.

Further information about the Data Protection Act can be seen on the web pages of Her Majesty's Stationery Office http://www.hmso.gov.uk/

At the University of Durham

If you hold data involving personal details as part of your academic work you should ensure that you follow the Data Protection Principles: These are

1. The information should be obtained fairly and lawfully

2. The data should only be held for specific and lawful purposes

3. The data should not be used in a manner that is incompatible with this purpose or purposes

4. The data held should be adequate, relevant and not excessive for that purpose or purposes

5. The data should be accurate, and where necessary, kept up to date

6. The data should not be held for longer than necessary

7. If requested, the data relating to an individual must be made available to them.

8. Appropriate security measures should be taken to safeguard the data

You should check with your academic department about registration and reporting procedures.

For further information contact the University's Data Protection Officer in the Registrar's Department.

Glossary of common computer terms

Bulletin boards
A computer and associated software which typically provides an electronic message database where people can log in and leave messages. Messages are typically split into topic groups. Any user may submit or read any message in these public areas.

Client/Server
A common form of distributed system in which a client computer sends requests to a remote server computer asking for information or action, and the server responds. Examples are the World Wide Web on the Internet, and software server computers which deliver software programs to multiple users.

Freeware
Software, often written by enthusiasts, that is distributed at no charge by users' groups, or via electronic mail, local bulletin boards, Usenet, or other electronic media.

Hacker/Cracker
An individual who attempts to gain unauthorised access to a computer system. These individuals are often malicious and have many means at their disposal for breaking into a system.

Internet
The global network of networks..

JANET
The UK's Academic and Research Network, the computer communications infrastructure linking all UK Higher Education and Research Institutions

LAN (Local Area Network)
A computer network covering a small area. LANs typically vary in size from a room to a University Campus

MAN (Metropolitan Area Network)
Term used to describe a network intermediate in size between a LAN and a WAN

Netiquette
The conventions of politeness recognised for sending email messages, especially when posting to Usenet and mailing lists.

Network
Computers that are linked electronically to facilitate the transmission of information.

Shareware
Software for which the author requests some payment, usually in the accompanying documentation files or in an announcement made by the software itself. Such payment may buy additional support, documentation or functionality. 

Spam
To post irrelevant or inappropriate messages to one or more Usenet newsgroups or mailing lists in deliberate or accidental violation of netiquette.

Usenet
A distributed bulletin board system and the people who post and read articles thereon. It is now probably the largest decentralised information utility in existence.

Virus 
A computer program designed to disrupt a computer or files in some way, that also tries to spread itself by various means

WAN (Wide Area Network)
A computer network covering a large area, generally a country. JANET is a WAN

World Wide Web
An Internet hypertext information retrieval system. It forms a part of the Internet, but is not synonymous with it. The information contained can be in text, graphics, audio or video form.
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